Appl. No. 10/023,569 

Amdt. Dated February 9, 2006 

Reply to Office Action of August 10, 2005 

Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings, of claims in the 
application: 
Listing of Claims: 

1 . (Currently Amended) A computerized system for the decentralized storing and 
publishing of_encryption keys for an electronic encryption system that sends encrypted 
transmissions between a sende r's e-mail account and a recipient comprising: 

a first computer readable medium having a first communications connection for 
electronic communications over a network; 

a first storage area embodied within said first computer readable medium; 

a second computer readable medium having a second communications 
connection for electronic communications over a network for providing electronic 
communications with said first computer readable medium; 

a second database having a second set of public keys embodied in said second 
computer readable medium; 

a first set of computer readable instructions embodied within said first computer 
readable medium for: 

intercepting an electronic message generated from the sender's e-mail account 
that is to be encrypted, 

roco i v i ng generating a first request for a recipient's public key according to said 
intercepted electronic message: from tho sender through said first commun i cat i ons 
connect i on, 

querying said first storage area for the roquostod recipient's public key; 
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encrypting said intercepted electronic message according to transm i tt i ng the 
recipient's public key to tho sender if the recipient's public key is found within said first 
storage area, and, 

if the recipient's public key is not found in said first storage area, transmitting a 
second request for the recipient's public key to said second computer readable medium,. 
retrieving the recipient's public key from said second computer readable medium, 
transmitting the recipient's public key to said first computer readable medium if th e 
r e cipient's publ i c koy i s not found i n said first storage aroa so that the first computer 
readable instructions can encrypt said intercepted electronic message tho sondor is 
e i thor provided with the recipient's public key located in the distributed storage system 
or sa i d second requ e st is s e nt to said second comput e r r e adabl e med i um requ e st i ng 
tho rocip i ont's pub li c koy. 

2. (Currently Amended) The system of claim 1 wherein: 

said second communications connection allows for electronic communications 
with a root server; and, 

a second set of computer readable instructions embodied within said 
second computer readable medium for: 

receiving a said-second request for the recipient's public key from said first set of 
computer readable instructions, 

querying said second database for the recipient's public key, transmitting the recipient's 
public key to said first computer readable 

medium if the recipient's public key is found in said second database, 
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transmitting an upstream request to said root server for the recipient's 
public key is not found in said second database; 

receiving the recipient's public key if the recipients' public key is provided 
by said root server; 

receiving a pointer to the recipient's public key if the pointer to the public 
key is provided by said root server; and, 

retrieving the recipient's public key from a location provided by the root 
pointer to the recipient's public key if the pointer to the recipient's public key is provided 
to said first computer readable medium. 

3. (Original) The system of claim 2 including: 
a root computer readable medium having a root communications 
connection for communicating with the network and said second computer readable 
medium; 

a root database embodied in said root computer readable medium containing 
pointers to all public keys of the encryption system; 

a set of computer readable root instructions embodied in said root computer 
readable medium for: 

receiving said upstream request from said second set of computer readable 
instructions, 

querying said root database for the pointer to the recipient's public key, 
transmitting the pointer of the recipient's public key to said second computer 

readable medium if the pointer to the recipient's public key is found within said root 

database, and, 
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transmitting a not found statement to said second computer readable medium if 
the pointer to the recipient's public key is not found in said root database so that the 
sender can be provided with the recipient's public key or the sender can be informed 
that the recipient's public key can not be found. 

4. (Original) The system of claim 3 including: 

said set of computer readable root instructions includes instruction for 
transmitting said key server address of the next key computer readable medium down 
the hierarchy having a pointer to the recipient's public key. 

5. (Original) The system of claim 3 including: 

a plurality of key computer readable mediums arranged in a hierarchy 
having public keys stored within said computer readable mediums; 

a plurality of key server address associated with each of said key computer 
readable mediums representing the location of said key computer readable mediums 
within said hierarchy; and, 

said set of computer readable root instructions includes instruction for 
transmitting said key server address of the next key computer readable medium down 
the hierarchy having the recipient's public key. 

6. (Original) The system of claim 2 including: 

a root server cluster having a root computer readable medium and a 
root communications connection for communicating with the network and said second 
computer readable medium; 

a root database embodied within said root server cluster containing 
pointers to all of the public keys of the encryption system; 
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a set of computer readable medium root instructions embodied in said 
root server cluster for: 

receiving said upstream request from said second set of computer readable 
instructions, 

querying said root database for the requested recipient's public key, 
transmitting the recipient's public key to said second computer readable 

medium if the recipient's public key is found within said root database, and, 
transmitting a not found statement to said second computer readable 

medium if the recipient's public key is not found in said root database so that the sender 

can be provided with the recipient's public key or the sender can be informed that the 

recipient's public key can not be found. 

7. (Original) The system of claim 1 wherein said first set of computer readable 
instructions includes instruction for: 

receiving the recipient's public key from said second computer readable medium 
if the recipient's public key is found within said second database; and, 

transmitting the recipient's public key to the sender if the recipient's public key is 
received from said second computer readable medium so that the sender may encrypt a 
transmission with the recipient's public key. 

8. (Original) The system of claim 7 wherein said first set of computer readable 
instructions includes instruction for storing the recipient's public key within said first 
computer readable medium upon receipt of the recipient's public key so that the 
recipient's public key is available upon subsequent requests received for the recipient's 
public key. 
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9. (Currently Amended) The system of claim 1 including: 

a temporary storage section contained within said first computer 
readable medium; T and, 

said first set of computer readable instructions include instruction for: 
receiving the recipient's public key from said second computer readable 
medium if said second computer readable medium provides the recipient public key; 
and, 

storing the recipient's public key within said temporary storage section upon 
receipt of the recipient's public key from said second computer readable medium so that 
the recipient's public key is available from said temporary storage section according to 
the subsequent request for the recipient's public key. 

10. (Original) The system of claim 9 wherein said first set of computer readable 
instructions include instruction for deleting the received recipient's public key from said 
temporary storage section upon the expiration of a predetermined period of time. 

1 1 . (Original) The system of claim 9 wherein said first set of computer readable 
instructions include instruction for deleting the received recipient's public key from said 
temporary storage section according to a set of predetermined criteria. 

12. (Currently Amended) A computerized system for the decentralized storing 
and publishing of encryption keys for an electronic encryption system for sending 
encrypted transmissions between a sende r's e-mail account and a recipient comprising: 

a first computer readable medium; 

a communications connection in communication with said first computer readable 
medium for transmitting and receiving electronic information on a network; 
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a database embodied in said first computer readable medium having public keys; 
a set of computer readable instructions embodied in said first computer readable 
medium for: 

intercepting an electronic message generated from the sender's e-mail account 
that is to be encrypted, 

generating roco i v i ng a request from a requestor for the recipient's public key 
according to said intercepted electronic message, 

querying said database for said recipient's public key, 

retrieving transm i tting said public key to th e requestor if the recipient's public key 
is found in said database and encrypting said intercepted electronic message according 
to said recipient's public key; and, 

if said public key is not found in said database, transmitting an upstream request 
to an upstream server for the recipient's public ke y, retrieving the recipient's public key 
from said upstream server, transmitting the recipient's public key to said first computer 
readable medium i f said publ i c kov is not found i n said database so that said first set of 
computer readable instructions can encrypt said intercepted electronic message 
according to sondor i s o i thor prov i ded with the recipient's public key retrieved from the 
decentralized storage system. 

13. (Original) The system of claim 12 including: 

a root computer readable medium having a root communications connection for 
communicating with the network and said first computer 
readable medium; 

a root database containing pointers to all public keys of the encryption system; 
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a set of computer readable root instructions embodied in said root computer 
readable medium for: 

receiving an upstream request for the recipient's public key to said computer 
readable medium, 

transmitting the pointer to the recipient's public key from said first 

computer readable medium if the pointer to the recipient's public key is found within said 

root database, and, 

transmitting a not found statement to said computer readable medium if the 
pointer to the recipient's public key is not found in said root database. 
14. (Original) The system of claim 12 including: 

a root computer readable medium having a root communications connection for 
communicating with the network and said first computer readable medium; 

a plurality of key computer readable mediums arranged in a hierarchy having 
public keys stored within said key computer readable mediums in communication with 
said root computer readable medium and said first computer readable mediums; 

a plurality of key server addresses associated with each of said computer 
readable mediums representing the location of said key computer readable mediums 
within said hierarchy; and, 

a set of computer readable root instructions embodied in said root computer 
readable medium for: 

receiving an upstream request for the recipient's public key, 

querying said root computer readable for the recipient's public key; ;and, 
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transmitting the key server address of the next key computer readable medium 
down the hierarchy if the recipient's public key was not found within said root computer 
readable medium. 

15. (Original) The system of claim 14 wherein said computer readable 
instructions include instruction for transmitting a final request to a location according to 
receiving the pointer of the recipient's public key so that said computer readable 
instructions can discover the recipient's public key at the pointer location. 

16. (Original) The system of claim 15 having a root server cluster embodying said 
root computer readable medium. 

17. (Original) The system of claim 12 including: 

a temporary storage section contained with said computer readable 
medium; and, 

said set of computer readable instructions include instruction for: 

receiving the recipient's public key from said upstream server, and, 

storing the recipient's public key within said temporary storage section upon 

receipt of the recipient's public key from said upstream server so that the recipient's 

public key is available to said computer readable medium. 

18. (Currently Amended) A computerized system for the decentralized storing 
and publishing of encryption keys for an electronic encryption system that sends 
encrypted transmissions between a sender and a recipient comprising: 

a first computer readable medium having a first communications connection for 
electronic communications over a network; 
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a second computer readable medium having a second communications 
connection for electronic communications over a network for providing electronic 
communications with said first computer readable medium; 

a database having a set of public keys and public key address pointers embodied 
in said second computer readable medium; 

a first set of computer readable instructions embodied within said first computer 
readable medium for: 

intercepting an electronic message generated from the sender's e-mail account 
that is to be encrypted, 

generating rocoiv i ng a request for a recipient's public key according to said 
intercepted electronic message from a requestor through sa i d f i rst communicat i ons 
connection , 

querying said first computer readable medium for the requested recipient's public 

key; 

querying said first computer readable medium for the address pointer if the 
recipient's public key if the recipient's public key was not found, 

generating transmitting a second request to said second database for the 
requested recipient's public key if said address pointer of the recipient's public key or 
the recipient's public key was not found, 

transmitting said second reguest to said second database. 

receiving the recipient's public key if the recipient's public key is found on said 
database, 
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receiving the pointer to the recipient's public key if the pointer of the recipient's 
public key is found on said database, 

receiving the recipient's public key according to the address pointer if the 
recipient's public key is received, and, 

transmitting the recipient's public key to said first computer readable medium the 
s e nd e r if the recipient's public key is receivedr , so that said first set of computer 
readable instructions can encrypt the intercepted electronic message according to the 
received recipient's public key. 

19. (Original) The system of claim 14 including: 

a root computer readable medium having a root communications connection with 
said network, first computer readable medium and second computer readable medium; 

a root database containing address pointers to all public keys of the encryption 
system; 

a set of computer readable root instructions embodied in said root computer 
readable medium for: 

receiving the request for the address pointer of the recipient's public key from 
said first set of computer readable instructions, 

querying said root database for the pointer to the recipient's public key, 

transmitting the pointer to the recipient's public key to said first computer 
readable medium if the address pointer to the recipient's public key is found within said 
root database so that the sender can be provided the public key of the recipient to send 
an encrypted message, and, 
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transmitting a not found statement to said first set of computer readable 
instructions so that the sender can be informed that the recipient's public key can not be 
found. 

20. (Original) The system of claim 18 where said first set of computer readable 
instructions include instruction for storing the address pointer of the recipient's public 
key within said first computer readable medium so that said first set of computer 
readable instructions can retrieve the recipient's public key according to subsequent 
requests for the recipient's public key. 

21. (Original) The system of claim 19 wherein said received address pointer of 
the recipient's public key is removed from said first computer readable medium 
according to predetermined criteria. 
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